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CHAPTER 10

DIGITAL RECORDING STANDARD

10.1 General

A large number of unique and proprietary data structures have been developed for
specific data recording applications which required unique decoding software programs. The
activities of writing unique decoding software, checking the software for accuracy, and decoding
the data tapes are extremely time consuming and costly. In the late 1990s, the test ranges started
to see the implementation of non-tape-based, high-data-rate recorders, the most predominate of
which were solid-state memory devices. Then, as high-data-rate digital recorders were fielded
and as solid state technology began to emerge, the Telemetry Group (TG) saw the need and
formed an ad hoc committee for a computer-compatible digital data acquisition and recording
standard.

There is a need for a digital data acquisition and recording standard (see the
functional layout at Figure 10-1) that supports a broad range of requirements, including:

Data download and interface.

One or more multiplexed data streams.
One or more single data streams.

Data format definitions.

Recorder control.

Media declassification.

Data interoperability.

@rmoo0oe

Specifically, this digital recording standard shall be compatible with the
multiplexing of both synchronous and asynchronous digital inputs such as pulse code modulation
(PCM) and MIL-STD-1553 data bus, time, analog, video, ARINC 429, discrete, and RS-232/422
communication data. This digital recording standard will allow use of a common set of
playback/data reduction software to take advantage of emerging random access recording media.

descriptions, meaning, and or explanations, the text shall take precedence

o Within this standard, where text and or figures are used to pI’OVidE
—~ over figures.
>
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10.1.1 Interface Levels. The purpose of this chapter is to establish a common interface

standard for the implementation of digital data acquisition and recording systems by the
organizations participating in the Range Commanders Council (RCC). This standard does not
imply hardware architecture such as the coupling of data acquisition, multiplexing, and media
storage. The required interface levels are contained in this standard (see a through e below). In
addition, declassification requirements are discussed in section 10.8, ground based recording in
section 10.10 and data interoperability requirements in section 10.11.

a.

b.

Data Download and Electrical Interface, which is the physical interface for data
access, is defined in section 10.4.

Interface File Structure, which defines data access structure, is described in
section 10.5.

Data Format Definition, which defines data types and packetization
requirements, is defined in section 10.6.

Recorder Control and Status, which defines command and control mnemonics,
status, and their interfaces, is described in section 10.7.

IEEE 1394B Interface To Recorder Removable Media is defined in section
10.9.

Ground Recorder Interface, which defines unique interoperability requirements
of a ground recorder, is described in section 10.10.

Data Interoperability, which defines requirements for the annotation,
modification and exchange of recorded data, is described in section 10.11.
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Figure 10-1. Functional layout of standard.
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10.2 Definitions/Acronyms

The following are definitions and acronyms which are used in this standard and are
provided as a means of removing ambiguities within the standard.

Absolute Time: Is a hypothetical time that either runs at the same rate for all the observers in
the universe or the rate of time each observer can be scaled to by multiplying the observer’s rate
by a constant.

AET: Audio Encoding Type
ATA: Advanced Technology Attachment

Basic Character Set (BCS): Based on ISO/IEC 10646-1, the Universal Multiple-Octet Coded
Character Set (UCS). The North Atlantic Treaty Organization (NATO) Imagery Interoperability
Architecture (NI1A) limits characters to a subset rather than allowing all characters. The subset
will be single octets, known as the Basic Character Set (BCS).

Block: The smallest unit of addressable memory that can be written to, read from, and or erased.
Bad Block: A block determined to be unreliable for storing user data.

Bad Block Table: A table of bad block entries for a memory board. The data stored in the entry
identifies the chip and block number of the bad block. The table entry also contains a flag field.
The flag field is used to determine the circumstance in which the bad block was detected. It also
provides a flag indicating whether the corresponding bad block has previously been “Secure
Erased.”

Byte: A contiguous set of 8 bits that are acted on as a unit.

Channel ID: A unique value assigned to each channel in a system. Each channel must have a
unique Channel ID (data channels and playback channels).

Channel Specific Data Word: A required word for each data type channel that has data
specific information.

Commercial Off-The-Shelf (COTS) Media: Any recording media (such as hard disks, solid
state drives, RAID, and JBOD) that is ready-made and available for sale to the general public. In
the context of this standard, all COTS Media shall conform to section 10.3.12 with the exception
of Ground Based Recorders COTS Media.

COTS Media Interface: Any recording COTS Media interface (such as PATA, SATA, SCSI,
IEEE-1394, USB, Ethernet) that is ready-made and available for sale to the general public.

10-4
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Data Streaming: Streaming of current value data whether it is being recorded or not, and
playback streaming of recorded data from a file. Data Streaming sends the data to one or more
destinations simultaneously (e.g., recording media, recorder data interfaces).

DCRsi: Reference AMPEX Data Systems Corp.

Ground Based Recorder: Records IRIG-106 Chapter 10 data and may optionally reproduce the
recorded data. It supports the same data format and remote command and control operations as
an On-Board Recorder. Instead of an RMM, a ground recorder will generally use COTS media
and or data streaming to a network. Ground Based Recorder requirements to be in 100 per cent
compliancy with this standard are defined in section 10.3.

IEEE-1588 Time: Time as specified by IEEE Std 1588-2002, “1588 IEEE Standard for a
Precision Clock Synchronization Protocol for Networked Measurement and Control Systems.”

FC-PI: Fibre Channel-Physical Interfaces.
FC-FS: Fibre Channel-Framing and Signaling.

Intra-Packet Data Header: A header containing time, status, and/or data information for the
tagging of data inside a packet.

IAW: In Accordance With.

JBOD: Just a bunch of disks.

Long Word: A contiguous set of 32 bits that are acted on as a unit.

Isb: The “least significant bit” of a series of bits.

LSB: The “least significant byte” of a series of bytes.

LSW: The “least significant word” of a series of words.

LSLW: The “least significant long word” of a series of long words.

Mandatory: Defines a Mandatory requirement of this standard for full compliancy. Mandatory
requirements as defined in this standard are based on the use of “shall” and are defined in
section 10.1.

MAS: Military Agency for Standardization

Magic Number: An identifier for the directory block. This identifier is a value chosen to
support discovery of lost directory entries and directory reconstruction after a fault.

Memory Board: Printed circuit board containing flash memory devices used to store user data.

MISM: Motion Imagery Standards Matrix.
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msb: The “most significant bit” of a series of bits.

MSB: The “most significant byte” of a series of bytes.

MSW: The “most significant word” of a series of words.

MSLW: The “most significant long word” of a series of long words.

Multiplexer: The entity that includes all the inputs, control interfaces, and functionality
required to properly record data.

NADSI: NATO Advanced Data Storage Interface.
NATO: North Atlantic Treaty Organization

NIIA: NATO Imagery Interoperability Architecture.

Non-volatile: Memory media that retains data when power is removed.

On-Board Recorder: An On-Board Recorder is the basis and original justification for the
IRIG-106 Chapter 10 Standard. On-Board Recorder requirements to be in 100 per cent
compliancy with this standard are defined in section 10.3.

Optional: Defines an Optional requirement of this standard but is not required for full
compliancy. Optional requirements as defined in this standard are based on the use of “optional”
and are defined in section 10.1. When optional requirements are implemented they shall be IAW
with this standard.

Packet: Encapsulates a block of observational and ancillary application data to be recorded.
Packet Generation: The placing of observational and ancillary data into a packet.

Packet Generation Time: The time period from when the first bit of observational and
ancillary data was placed into a packet until it is no longer being placed into the packet and the
packet is closed.

Packet Header: Identifies the source and characteristics of the data packet and encapsulation
environment.

Packet Secondary Header: Contains the Packet Header time.

Page: Storage unit within the flash device. A page is the smallest storage unit that can be
written.

Parallel ATA (PATA): has been the industry standard for connecting hard drives and other
devices in computers for well over a decade. However, due to a few major limitations, PATA
could be a quickly dying breed with the introduction of Serial ATA (SATA).

PCM: Pulse code modulation

10-6
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Quad Word: A contiguous set of 64 bits acted on as a unit.

RAID: Redundant Arrays of Independent Drives/ Redundant Arrays of Inexpensive Disks.
RESV: Reserved.

RMM: Removable Memory Module.

RR: RT to RT Transfer.

Recorder: Is used where a function or requirement shall apply to both an On-Board Recorder
and a ground based recorder.

Recording: Is defined as the time interval from first packet generated (which by mandatory
requirements is a Computer Generated Data Packet Format 1) and committed to the recorder
media to the last packet generated and committed to the recorder media. Packet Generation
Time and Stream Commit Time, as defined within the standard, apply.

Relative Time Counter (RTC): A free-running binary counter common to all data channels.
The counter shall be derived from an internal crystal oscillator and shall remain free running
during each recording. The applicable data bit to which the 48-Bit value applies will be defined
in each data type section.

Removable Memory Module (RMM): The element of the On-Board Recorder that contains
the stored data.

SATA: Serial ATA.

SCSI: Small Computer Systems Interface.

STANAG: Standardization Agreement NATO.

Stream: All packets from all enabled channels (including Computer Generated Data) that are
generated until the end of a recording.

Stream Commit Time: The time span in which all Generated Packets must be committed to a
stream.

TMATS: Telemetry Attributes Transfer Standard
UCS: Universal Multiple-Octet Coded Character Set.
USB: Universal Serial Bus.

Word: A contiguous set of 16 bits acted on as a unit.

10-7
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10.3 Operational Requirements

10.3.1 Recorder Compliancy Requirements. The following table represents the mandatory
recorder requirements to meet 100 per cent compliancy with this standard. Meeting these
compliancy requirements guarantees interoperability of recorders, recorder media and recorded
data. Optional functions and/or capabilities are not shown but when implemented in a recorder
shall be in accordance with the definitions in this standard in order to meet 100 per cent
compliancy of this standard.

10.3.1.1 On-Board Recorder Mandatory Compliancy Requirements.
Applicable | Function/Capability
Compliancy
Section
RECORDER ELECTRICAL INTERFACES
10.3,10.4 Fibre Channel and or IEEE-1394B Data Download Port
10.3, 10.7 Discrete Lines and or RS-232 and 422 Full Duplex Communication
10.3 External Power Port
RECORDER DOWNLOAD INTERFACE PROTOCOLS
10.4,10.9 Fibre Channel SCSI or IEEE-1394B SCSI/SBP-2
RECORDER CONTROL/STATUS INTERFACE PROTOCOLS
10.7 Discrete Control/Status and or RS-232 and 422 Control/Status
RMM ELECTRICAL INTERFACE & POWER
10.3,10.9 IEEE-1394B Bilingual Socket
COTS MEDIA ELECTRICAL INTERFACES
10.3 COTS Media Interface
RMM INTERFACE PROTOCOLS
10.9 IEEE-1394B SCSI/SBP-2
COTS MEDIA INTERFACE PROTOCOLS
10.3 COTS Media Interface
RECORDER MEDIA /RMM/COTS MEDIA INTERFACE FILE STRUCTURE
10.5 Directory, File Structures & Data Organization
10.3.6 Directory & File Table Entries
PACKETIZATION & DATA FORMAT
10.6 Packet Structures, Generation, Media Commitment & Time Stamping
10.6 Data Type Formats
DATA INTEROPRABILITY
10.11 Original Recording Files
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10.3.1.2 Ground Based Recorder Mandatory Compliancy Requirements.
Applicable | Function/Capability
Compliancy
Section
RECORDER ELECTRICAL INTERFACES
10.10 Ethernet
RECORDER REMOTE INTERFACE PROTOCOLS
10.10,10.4 iSCSI
COTS MEDIA ELECTRICAL INTERFACES
10.10 COTS Media Interface
COTS MEDIA INTERFACE PROTOCOLS
10.10 COTS Media Interface
REMOTE DATA ACCESS INTERFACE FILE STRUCTURE
10.5 Directory, File Structures, and Data Organization
10.3.6 Directory & File Table Entries
PACKETIZATION & DATA FORMAT
10.6 Packet Structures, Generation, Media Commitment, and Time Stamping
10.6 Data Type Formats
DATA INTEROPRABILITY
10.11 Original Recording Files
10.3.2 Required Configuration. An On-Board Recorder, as a minimum, shall provide the

following functionality:

a. Data Download port.
b. Recorder Control/Maintenance port.

C.

External power port.

The required data download port interface shall be IAW section 10.4. This
combination will allow data extraction and transfer from any recorder to any section 10.4
compliant intermediate storage unit. The required control port interface shall be IAW
section 10.7.
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10.3.3 Exclusions to Standard. The physical size, configuration and form factor for the
On-Board Recorder and the RMM are not controlled by this standard. Due to the variation in
capacity/rate/cost requirements of the users, this standard does not specify the technology to be
used in the RMM or the On-Board Recorder.

10.3.4 Internal System Management. Any processing performed on the stored data by the
On-Board Recorder (e.g., for the purposes of internal system management, error detection and
correction (EDAC), physical frame formatting, etc.) shall be removed from the stored data when
the stored data is downloaded or transferred from storage media.

10.3.5 Data Download. On-Board Recorders may have an RMM capability or the On-
Board Recorder can be removed from the acquisition platform and taken to a ground station for
data download. Reference section 10.4.1 for recorder download and electrical interface, section
10.9 for RMM interface, and section 10.11 for data transfer and file management.

10.3.6 IEEE-1394b Interface to Recorder Media. Serial Interface to On-Board Recorder
media shall be accomplished utilizing IEEE-1394b interface. A nine-pin IEEE-1394b interface
shall be provided on the media to allow direct download of data to host computer or storage
device.

10.3.7 Required File Tables Entries. Within section 10.5, Table 10-3 “FileSize,” “File
Create Date,” “File Create Time,” and “File Close Time” are either optional or can be empty
(filled with 0x2D) if data is unavailable. Table 10-3 has been adopted from STANAG 4575 but
in the case of IRIG-106 Chapter 10 unless the “Time Type” is OxFF (Time Data Packet) and the
Time Data Packet source is OXF (None) date and time will always be available.

10.3.7.1 File Table Entry Conditions. If Table 10-2 “Shutdown” value is OxFF and the
“Time Type” is OxFF and the Time Data Packet source is not OxF “FileSize,” “File Create Date,”
“File Create Time” and “File Close Time” entries shall be filled in their entirety.

If Table 10-2 “Shutdown” value is 0x00 and the “Time Type” is OxFF and the
Time Data Packet source is not OxF “FileSize,” “File Create Date,” “File Create Time” and “File
Close Time” entries shall be filled in their entirety.

10.3.8 Recorder Configuration File. Recorder setup configurations shall be programmed
IAW with section 10.7 across the Recorder Control/Maintenance Port or (optional) across
Download Ports, using the .SETUP and . TMATS commands. In the absence of access to these
ports, a method of recorder configuration can be provided via the RMM. Recorder setup
configuration via a Recorder Configuration File will be optional in this standard.

10.3.8.1 Recorder Configuration File Location. When a setup record transfer to a recorder is
made via the RMM Computer Generated Data, Format 1 Setup Record packet(s) will be used.
The RMM shall contain a “Directory” and one “Directory Block File Entry” IAW section 10.5.2.

a. All Directory Block Format fields shall be IAW table 10-2. The field “n File
Entries” value shall be 1.
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b. All Directory Entry Format fields shall be IAW table 10-3. The field “Time
Type” value shall be 0x01, System Time. The field “Name” value shall be:

recorder_configuration_file_SAVE _n

This will notify the recorder to use the Recorder Configuration Transfer File for the
next recording and store the setup information contained within the file to non-volatile memory
in the recorder pre-defined setup location n, where n is a value of 0-15. This shall be the
equivalent of sending .TMATS SAVE [n] and .SETUP [n] commands.

10.3.8.2 Recorder Configuration File Structure. The Recorder Configuration File structure
will only contain Computer Generated Data, Format 1 Setup Record packets.
More than one packet is allowed only if the required recorder configuration
information exceeds the packet size limits in section 10.6.1, thus forcing more
than one Computer Generated Data, Format 1 Setup Record packet. The standard
method of using the sequence counter will be utilized until all the configuration
information has been packetized.

10.3.9 [Reserved].
10.3.10 [Reserved].

10.3.11 Recorder Data Streaming Transport. Data Streaming Transport may be
accomplished across the section 10.4 Recorder Download and Electrical Interfaces using the
definitions in section 10.3 and commands in IRIG-106 Chapter 6. For Ground Based Recorders,
this will be accomplished across the required Remote Data Access Ethernet Interface.

10.3.11.1  Ethernet. Ethernet is an optional interface for On-Board Recorders; however, it is a
required interface for Ground-Based Recorders (10.10). IAW section 10.4. This Ethernet
interface can optionally be used for Data Streaming using User Datagram Protocol (UDP). This
will be accomplished with the IRIG-106 Chapter 6 section 10.8 .PUBLISH command and the
following structure added to UDP packets with section 10.6 (Data Format) packets.

10.3.11.1.1 Ethernet Packet Payload Byte Order. The byte ordering within the UDP packet
payload shall be IAW section 10.5.3.2. This UDP packet payload shall include the UDP
Transfer Header and the IR1IG-106 Chapter 10 data.

10.3.11.1.2 UDP Transfer Header. Network broadcasting limitations of section 10.6 packets
(up to 128M bytes or 512K bytes) across Ethernet will require use of an added packet
transmission UDP Transfer Header. This is required as partial packets or partial out of order
packets may be broadcast and will be missing information required for data reconstruction at the
subscriber.
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The following structure (Figure 10-2) shall be used for UDP Transfer Headers in
UDP packets containing one or more full IRIG-106 Chapter 10 data packets:

MSW LSW
WORD 1 WORD 0

msb Isb

31 8|7 4| 3 0

UDP Message Sequence Number Type of message Version

Figure 10-2.

UDP Transfer Header for non-segmented data.

The following structure (Figure 10-3) shall be used for UDP Transfer Headers in
UDP packets containing a segmented IRIG-106 Chapter 10 data packet:

MSW LSW
WORD 1 WORD 0
msb Isb
31 8|7 41 3 0
UDP Message Sequence Number Type of message Version
WORD 3 WORD 2
msb | Isb
31 24123 16|15 0
Reserved Channel Sequence Channel ID
Number
WORD 5 WORD 4
msh \ Isb
31 0
Segment Offset
Figure 10-3. UDP Transfer Header for segmented data.

e Version. (4 bits)
-1111

o Type of Message. (4 bits)
0000: Full packets.
0001: Segmented.
0010-1111: Reserved.

o UDP Message Sequence Number. (24 bits). Binary value incrementing by one

for each UDP message even if segment of IRIG-106 Chapter 10 packet.
e Channel ID. (16 bits). Segmented Packets Only, Channel ID of the data in the

IRIG-106 Chapter 10 packet.

e Channel Sequence Number. (8 bits). Segmented Packets Only, Channel
Sequence Number of the data in the IRIG-106 Chapter 10 packet.

o Reserved. (8 bits). Reserved.
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o Segment Offset. (32 bits). Segmented Packets Only, Position of the data in the
IRIG-106 Chapter 10 packet.

10.3.11.1.3 UDP IRIG-106 Chapter 10 Packet Transfer. When more than one complete
Chapter 10 packet is contained within a UDP packet, there shall be an integral
number of Chapter 10 packets. Chapter 10 packets shall be sent in the same
sequence as recording segment of a packet and shall be ordered (segment offset
incrementing). Figures 10-4 and 10-5 present the sequence of the general UDP
network broadcast of full or segmented packets.

e When using IPv4, total length of message shall be less
than 32768 — 42 (IP + UDP header) = 32726.

e When using IPv6, the use of jumbograms removes the need of segmented IRIG-
106 Chapter 10 packets so a jumbogram shall always contain an integer number
of IRIG-106 Chapter 10 packets.

o Stream Commit Time applies to recorders using Ethernet Data Streaming
Transport.

UDP HEADER
UDP TRANSFER HEADER
IRIG-106 CHAPTER 10 PACKET 1

IRIG-106 CHAPTER 10 PACKET n
Figure 10-4. General UDP Network Broadcast (full packet).

UDP HEADER
UDP TRANSFER HEADER

IRIG-106 CHAPTER 10 PACKET Segment
Figure 10-5. General UDP Network Broadcast (segmented packet).

10.3.12 COTS Media. In conjunction with an On-Board Recorder and or a multiplexer
when a RMM or internal On-Board Recorder media is not used COTS Media can be used for
recording media. The COTS Media shall be accessible at a minimum from the On-Board
Recorder data download port IAW section 10.4 and optionally by at least one COTS Media
Interface. When accessing COTS Media the Interface File Structure Definition defined in
section 10.5 shall be presented at the On-Board Recorder or COTS Media Interface.

10.4 Data Download and Electrical Interface

At a minimum, the required recorder download port interface (see paragraph 10.3.1)
shall be Fibre Channel or IEEE1394B and optionally Ethernet (section 10.4.3). The physical,
signaling, and command protocols contained in paragraphs 10.4.1 and 10.4.2 are a subset of, and
adapted from the North Atlantic Treaty Organization (NATO) Military Agency for
Standardization (MAS) Standardization Agreement (STANAG) NATO Advanced Data Storage
Interface (NADSI) Number 4575 (STANAG 4575).
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104.1 Fibre Channel (FC) Recorder Download Interface.

104.1.1 Physical and Signaling. The interface shall comply with FC-PI (Physical
Interfaces) and FC-FS (Framing and Signaling) as defined in section 10.9, with configuration
options as specified.

a. Physical Media. Fibre Channel copper interface will be utilized.
b. Signaling Rate. The transmission signaling rate shall be 1.0625 Gbaud.

10.4.1.2 Command Protocol. The interface shall conform to the requirements of the Fibre
Channel Private Loop SCSI Direct Attach (FC-PLDA, ANSI NCITS TR19-1998)
interoperability, except as defined herein. Table 17 of FC-PLDA specifies a control protocol
using a subset of commands, features, and parameters defined for the Small Computer System
Interface (SCSI-3).00 Table 17 of FC-PLDA also defines the command feature and parameter
usage categories of “Required,” “Allowed,” “Invokable,” and “Prohibited” between the SCSI
Initiator and Target. These definitions assume that the Target is a magnetic disk drive or
equivalent device.

The control protocol must support a number of data storage media types. Only the
minimum set of SCSI commands needed to download mission data from a memory cartridge are
defined as “Required.” FC-PLDA SCSI commands, features, and parameters not defined as
“Required” for this standard, are redefined as “Allowed” so that they may be implemented as
appropriate. In addition, it is recognized that numerous applications will be required to write to
the RMM as well. Commands required to format and/or write to a RMM are defined as
“Recommended.” These commands are not required for any STANAG 4575 RMM
implementation. However, if the functions are incorporated into an application, the
“Recommended” commands shall be used to preclude a proliferation of uniqgue commands. All
other “Required” FC-PLDA SCSI commands, features, and parameters not defined as
“Required” or “Recommended” for STANAG 4575, are redefined as “Allowed” such that they
may be implemented as appropriate. Table 10-1 provides the five “Required” STANAG 4575
SCSI commands and two “Recommended” commands and their features and parameter usage
definitions. NADSI compliant recorders may respond to the Inquiry command with a 00h SCSI
Version code and the ground/shipboard NADSI host must be prepared to accept this response
and restrict SCSI commands issued to the STANAG 4575 mandatory set.

The RMM shall provide Fibre Channel Responder functionality and the NATO
ground station shall provide Fibre Channel Originator functionality. The RMM shall also
provide SCSI Target functionality and the NATO ground station shall provide SCSI Initiator
functionality. When an RMM is powered up directly through the NADS Interface, the RMM
shall automatically initialize into a mode where the NADSI port is active and is the priority data
and control interface.
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TABLE 10-1.

“REQUIRED” AND “RECOMMENDED” SCSI COMMANDS,
FEATURES, AND PARAMETERS

FEATURE (COMMAND) INITIATOR | TARGET* | NOTES

INQUIRY

EVPD=1

Enable Vital Prod
0x00 (supported
0x80 (unit serial

Standard INQUIRY data (bytes 0-35) I R

0x81 (implemented operations definition pg)
0x82 (BCS implemented operations def pg)
0x83 (device identification page)

I R

I R
uct Data page codes:
vital product pages)
number page)

READ (10)
DPO
DPO
FUA
FUA
RelAdr
RelAdr

PORFPORFO
T ——— — —

NN - -

READ CAPACITY
RelAdr
RelAdr
PMI
PMI

_ OPRFr O

—_—— T g -

TEST UNIT READY

REQUEST SENSE

WRITE (10)
DPO
DPO
FUA
FUA
RelAdr
RelAdr

P OPFPRPORFrO

NNEFE PP D

FORMAT UNIT
FMT DATA
CMPLST
DEFECT LIST
INTERLEAVE

>>>2>0|TOP>P>>P>P0O| | JI|>VUVTIUVI|TOD>DP>I>P>O|IVD>>OD

————-0|7O0O=-—===-0
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Table 10-1. “Required” and “Recommended” SCSI Commands, Features, and Parameters
(Continued)

NOTES:

1. The Disable Page Out (DPO) bit is associated with a device data caching policy.
2. The Force Unit Access (FUA) bit is associated with whether the device may or may not return
the requested Read data from its local cache.
3. Relative Offset is prohibited, since this requires the use of linking, which is prohibited.
4. All RMM’s not supporting Recommended or Allowed commands shall respond to these
commands with an appropriate error response and shall not cease operations.
5. The FORMAT command shall implement an initialization of the target device such that the
entire user memory space shall be writable. After performing this command, the content of the
memory may be indeterminate.

*LEGEND
P = Prohibited: The feature shall not be used between NADSI compliant devices.
R = Required: The feature or parameter value shall be implemented by NADSI compliant
devices.
C = ReCommended: The feature is recommended and shall be used for applications requiring
the functionality of these commands. The initiator determines if a recommended
feature/parameter is supported via a required discovery process or a minimal response by the
recipient.
A = Allowed: The feature or parameter may be used between NADSI compliant devices. The
initiator determines if an Allowed feature/parameter is supported via a required discovery process
or a minimal response by the recipient.
I = Invokable: The feature or parameter may be used between NADSI compliant devices. The
recipient shall support “Invokable” features or provide a response that it is not implemented as
defined by the appropriate standard.

10.4.2 IEEE-1394B Recorder Interface. The IEEE-1394B recorder download interface
shall use the same mechanisms as section 10.9 where applicable.

104.2.1 Physical and Signaling. The interface shall allow control of Vendor Specific
Recorder devices. The command protocol shall be IAW 10.4.1.2 and Table 10-1.

10.4.2.2 Recorder Communication. The fundamental method of communicating shall be in
accordance to the IEEE 1394B protocol. Packets sent and received shall be asynchronous
transmissions. IEEE-1394B packets shall encapsulate Serial Bus Protocol (SBP-2) formatted
packets for the transport of commands and data. Recorder devices are to use SCSI command
set(s) and therefore SCSI commands and status shall be encapsulated in SBP-2 Operation
Request Blocks (ORB).
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NOTE SBP-2 provides for the transport of 6, 10, and 12-byte SCSI Common
Descriptor Blocks within a command ORB.

10.4.3 Ethernet Recorder Interface. The On-Board Recorder Ethernet interface shall use
iISCSI protocol. This will allow common SCSI protocols across Fibre Channel, IEEE-1394B
(SPB-2) and Ethernet (iISCSI) recorder download interfaces. The iSCSI protocol will be
implemented as the Host Ground System acting as an initiator and the recorder acting as the
target.

104.3.1 Target LUN Assignments. The following iSCSI target LUN assignments shall be
used:

a. LUN 0 or 32 shall be used for recorder data download via section 10.5 interface.
b. LUN 1 or 33 shall be used for recorder IRIG-106 Chapter 6 Command and
Control Mnemonics (Reference 10.7).

10.4.3.2 Naming and Addressing. The Host Ground System (initiator) and Recorder (target)
devices on the network must be named with a unique identifier and assigned an address for
access. 1SCSI initiators and target nodes can either use an iSCSI qualified name (IQN) or an
enterprise unique identifier (EUI). Both types of identifiers confer names that are permanent and
globally unique.

Each node has an address consisting of the IP address, the TCP port number, and
either the IQN or EUI name. The IP address can be assigned by using the same methods
commonly employed on networks, such as Dynamic Host Control Protocol (DHCP) or manual
configuration.

10.4.3.3 Physical and Signaling. The interface shall allow control of Vendor Unique
Recorder devices. The command protocol shall be IAW 10.4.1.2 and Table 10-1.

10.4.3.4 Recorder Communication. The fundamental method of communicating shall be in
accordance to the iISCSI protocol. Packets sent and received shall be asynchronous
transmissions.

105 Interface File Structure Definition

The interface file structure definition in section 10.5 are a subset of, and were
adapted from STANAG 4575, Section 3, File Structure Definition. This file structure was
selected to facilitate host computing platform independence and commonality. By incorporating
an independent file structure, backward and forward compatibility is ensured for the life of the
standard.
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NOTE

e

This file structure definition does not define how data is physically stored
on the recorder media but provides a standardized method for access of the
stored data at the interface. Data can be physically organized in any way
appropriate to the media, including multiple directories, as long as the file
structure AW paragraph 10.5 is maintained or seen at the interface
(section 10.4).

10.5.1 Data Organization. A data recording can contain a single file, which is composed

of one (1) or more types of packetized data, or multiple files, in which one (1) or more types of
data are recorded simultaneously in separate files. For a recording file to be in compliance with
this standard, it must contain as a minimum the following:

a.

b.

C.

Computer Generated Packet(s), Setup Record Format 1 AW section 10.6.7.2 as
the first packets in the recording.

Time Data Packet(s) IAW section 10.6.3 as the first dynamic packet after the
Computer Generated Packet, Setup Record.

One (1) or more data format packets IAW Section 10.6.

Multiple recordings may reside on the media, and each recording may contain one
or more compliant files.

105.1.1 Data Hierarchy. The data hierarchy used to define the data stored according to this

standard shall have the following structural relationships (highest to lowest):

a.

Directory. One or more directory blocks of data comprising a list of all Data
Files located under the guidance of this Standard. Also contains supporting data
that may be of interest to those manipulating the Data Files. The list of files is
made up from “File Entries.” The Directory shall always start at logical address
zero of each directory block.

Directory Block. A memory block containing file entries and other metadata.
Directory Block File Entry. A fixed length data structure used to describe files.
It contains the name, the starting address, the number of blocks of data assigned
to the Data File, the total number of bytes contained in the file, and the file’s
creation date and time. It also contains a reserved field for future growth and
file close time.

Data Files. Data files are comprised of user data, presented at the interface in
monotonically increasing contiguous logical addresses per file. Thus if a file
starts at logical address X, the next location containing file data must be at the
next logical address, X+1, and the next location after that must be at the next
logical address, X+2, etc.
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10.5.2 Directory Definition. The name and location information for all files recorded is

illustrated in Figure 10—6). The Directory is composed of one or more directory blocks as shown
in Figure 10—7. At least one Directory Block is required and it must be located at SCSI logical
block address 1. Logical block address 0 is reserved.

a.

Directory Fixed Fields. The fixed fields within a directory block are used to
name the volume of data, identify the number of entries, and to provide pointers
to other addresses that contain additional directory blocks. Forward and
backward links to the next address for the next Directory Block (if any) or the
preceding Directory Block (if any) allow for directory expansion beyond a
single block. This does not limit the placement of directory information.

Block Size. The media types used to implement this standard have varying
block lengths. Some will have blocks as small as 512 bytes; others may have
blocks as large as 64K bytes or larger. The block size used by a given media
can be determined via the SCSI Read Capacity Command and is not defined
here.

Directory to Data File Link. Each Data File on the media has a directory entry
within a Directory Block that describes the file, as shown in Table 10-2. The
directory entry for a Data File, as shown in Table 10-3, contains a link to the
starting location of the data contained in each file and the total number of blocks
assigned for the storage of data. This standard does not define the meaning of
the data recorded within these Data File blocks.

File Entry Name. Each file entry in a directory shall have a unique name (See
Naming Restrictions in Section 10.5.3.4). Default file name is a BCS numeric
value incrementally increasing, starting at value “1.”

File Entry Singularity. Multiple File entries are not permitted to refer to the
same regions of memory, partially or completely.

Directory Entries and Fields. Directory block fields and entries shall be
logically contiguous.

Directory and Memory Region Relationships. File Entries shall be entered
sequentially into a Directory Block as files are recorded, starting with File Entry
#1 in the Primary Directory Block (logical address 1). All File Entry positions
in the Primary Directory Block shall be filled before the first Secondary
Directory Block is used, and so on. However, there is no a priori relationship
between the memory region associated with a file entry and the place-order of
the file entry within the overall directory. For example, the very first file entry
could refer to the very last logical address region of memory, the second file
entry could refer to the beginning logical address of memory, and so on.
Similarly, there is no presumed temporal ordering of file entries—the very last
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entry to be inserted could be inserted in such a fashion so as to be the first entry
encountered when traversing the directory chain of blocks.

h. Empty Memory Reads. Reads of regions of memory not containing Directory
Blocks or Data File blocks may return unpredictable data values or result in
other error conditions.

i. Contiguous Directory Entries. File entries and all fields in a directory block are
contiguous.

NOTE Deleted Files are not applicable to IRIG-106 Chapter 10 as there are no
recorder commands that allow or provide file deletion.

j. Deleted Files. In some applications, previously recorded files may be deleted in
order to recover media space for new recordings. Deleted files shall be denoted
by marking the corresponding file entry’s File Block Count field with 0x00
indicating “unused.” If the file block count has been set to 0x00, then other
fields in that file entry are no longer meaningful.

k. Reserved Field. Reserved fields shall not be used in IRIG-106 Chapter 10
implementations and shall be filled with OXFF. Reserved fields are intended for
future IRIG-106 Chapter 10 use.

I. _Number of File Entries. The numerical value placed in the “Number of File
Entries” field of a Directory Block shall equal the number of active File Entries
plus any File Entries marked as deleted files within that Directory Block.
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Directory

Directory
Block

Logical Block Address 0 ‘
Logical Block Address 1

Logical Block Address n

Variable Length as
defined in “# of File
Entries”

Padding to next
block size boundary

Magic Number

Revision Number
Shutdown

# of File Entries (n)
Block Size

Volume Name

Forward Link

Reverse Link

> Fixed 64 Bytes

Time Type

Reserved

File Close Time

Directory
Block
File
Entry

File Entry R File Name Data File
File Entry R + 1 File Start Address Data
File Entry R + 2 File Block Count Data +1
coo File Size Data + 2
File Entry R+ n Create Date .
Padding Create Time Data + n

> Fixed 112 Bytes

Figure 10-6.

Directory structure.

Directory Block

Figure 10-7.

Directory block.
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TABLE 10-2. DIRECTORY BLOCK FORMAT
DATA

FIELD NAME | BYTES | DESCRIPTION TYPE

Magic Number 8 An identifier for a directory block. The value is BCS
BCS “FORTYtwo” (0x464F52545974776F)

Revision 1 Revision number of the standard compiled by the | Unsigned

Number recording system. Binary
0x01 = IRIG-106-03 thru IR1G-106-05
OxOF = IRIG-106-07

Shutdown 1 Flag, if cleared to a 0x00 indicates that the volume | Unsigned
was not properly dismounted, if seen on power-up | Binary
is an indication that the directory chain may be
faulty. If set = OxFF, then the file system properly
shutdown. This field is only valid in the first
directory located in logical block 1; other directory
blocks set to OxFF.

Number of File 2 Defines the number of file entries that follow in Unsigned

Entries this block. Binary

Block Size 4 Bytes per block size referenced in FileBIkCnt in Unsigned
table 10-3. Binary

VVolName 32 Volume name, see character set for restrictions. BCS
(Fill any unused VVolName byte positions with
0x00.)

Forward Link 8 Block address of the next block containing Unsigned
directory information. Set equal to address of this | Binary
block if this is the end of the chain.

Reverse Link 8 Block address of the directory block pointing to Unsigned
this block. Set equal to the address of this block if | Binary
this is the start of the chain.

(n File Entries) | 112 *n | One entry for each file specified in “Number of See Table
File Entries.” The maximum value of “n” is 10-3
dependent upon media block size.

Unused Varies | Itis possible for there to be bytes remaining Unsigned

with n | between the last byte of the last used File Entry Binary
and | and before the end of the Directory Block. These

Block | bytes are defined to be Unused and should be

Size | filled with OxFF.

Note: 64 Bytes in fixed fields.
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TABLE 10-3. FILE ENTRY FORMAT

FIELD NAME

BYTES

DESCRIPTION

DATA
TYPE

Name

56

File name (see character set for restrictions). Fill any
unused FileName Byte Positions with 0x00.

BCS

FileStartAdd

8

Zero based address of the first block reserved for data
associated with this file. Fill with OxFF for unused
directory entries.

Unsigned
Binary

FileBIkCnt

One based number that is the count of consecutive
address blocks reserved for data for this file including
the block pointed to by the FileStartAdd field.

Unsigned
Binary

FileSize

The actual number of Bytes contained in this file.
This file size will be equal to or less than the
FileBIkCnt multiplied by the block size. This is an
optional entry and will be filled with OxFF if not used.

Unsigned
Binary

File Create Date

DDMMYYYY BCS Character values, with no
embedded spaces or other formatting characters,
representing the numeric date on which the file was
created (e.g., BCS codes for the decimal digits
02092000 — 0x3032303932303030 represents 2
September 2000). Fill with 0x2D if a value for the
field is not available, or for portions of the field where
data is not available.

BCS

File Create Time

HHMMSSss Character values, with no embedded
spaces or other formatting characters, representing the
numeric time at which the file was created. HH is the
number of the 24 hour based hour, MM is the number
of minutes after the hour, SS is the number of seconds
after the minute, and ss is the hundredths of seconds
after the second. Fill with 0x2D if a value for the field
is not available, or for portions of the field where data
is not available (e.g., “ss” is not available).

BCS

Time Type

A numeric code that qualifies the time and date values
recorded in the “Create Date” and “Create Time” and
“Close Time” fields.

0x0 = Coordinated Universal Time (Zulu)

Ox1 = System Time

0x2 — OXFE Reserved

OxFF = Time Data Packet

Unsigned
Binary

Reserved

Bytes in this region are reserved for future growth.
Fill with OXFF.
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Table 10-3. Directory Entry Format (Continued)

File Close Time 8 HHMMSSss Character values, with no embedded BCS
spaces or other formatting characters, representing the
numeric time at which the file was closed. HH is the
number of the 24 hour based hour, MM is the number
of minutes after the hour, SS is the number of seconds
after the minute, and ss is the hundredths of seconds
after the second. Fill with 0x2D if a value for the field
is not available, or for portions of the field where data
is not available (e.g., “ss” is not available).

Note: 112 Bytes in fixed fields.

10.5.3 Data Definitions.

10.5.3.1 Directory Byte Order. The directory structures described in section 10.5 of this
standard are defined to have the following bit and byte orientation. The most significant byte of
any multi-byte structure is byte 0. The most significant bit of each byte is bit 0. This ordering is
commonly referred to as “Big Endian.”

10.5.3.2 Data Format Byte Order. The data format structures (Packet Header, Secondary
Packet Header, Channel Specific Data Word, Intra-Packet Header, and Packet Trailer) described
in section 10.6 of this standard are defined to have the following bit and byte orientation. The
least significant byte shall be transmitted first, the least significant bit of each byte shall be
transmitted first, and data is read from the lowest logical address first. This ordering is
commonly referred to as “Little Endian.” The Packet data shall remain in its native byte order
format.

10.5.3.3 Character Set. The character set for all character fields is based on ISO/IEC
10646-1, the Universal Multiple-Octet Coded Character Set (UCS). The NIIA limits characters
to a subset rather than allowing all characters. The subset will be single octets, known as the
Basic Character Set (BCS).

10.5.34 Naming Restrictions. The following rules shall be applied when forming names in
order to assure the highest degree of interchange among other operating systems.

a. Characters. Characters from the first 127 common BCS characters (0x00
through Ox7E) may be used in names except for specific prohibited characters.
1) Any BCS character code value smaller than 0x20 is prohibited, except where
the 0x00 is used to terminate the name.
2) The other prohibited characters with their hexadecimal representation are
defined in Table 10-4.
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TABLE 10-4. PROHIBITED CHARACTERS

(HEXADECIMAL REPRESENTATION)

Forbidden Hexadecimal Forbidden .
Characters In Hexadecimal Value
Value Characters In Names
Names
7 0x22 = 0x3D
‘ 0x27 > 0x3E
* Ox2A ? Ox3F
/ Ox2F \ 0x5C
X 0x3A ] 0x5D
; 0x3B [ 0x5B
< 0x3C | 0x7C

b. Names. Names used for this interface will observe the following rules:
(1) Upper and lowercase characters are considered to be different within file

(2) Leading and trailing spaces are not permitted.

names.

(3) Leading periods are not permitted.

(4) Names shall fill their field starting with byte 0 per section 10.5.3.1 and are

terminated with a 0x00. Unused Name characters shall be filled with 0x00.
Names may utilize the full length of the field, in which case the terminating
0x00 must be omitted. Examples of host provided and default file

names are shown in Table 10-5.

TABLE 10-5. FILE NAME EXAMPLES

File Name Byte Address

111 1111 11 [J}5 55 5 5 5
0123456789354 2345067¢8[[o1234s5
Host Provided File Name Example

0X | 0X 0X | 0X | 0X | 0X | 0X | OX

R

E

CIO[R|D|I'|N|G|1T|S|E|N|S|O|R|2

00

00

00 |00 | 0O |0O| 00

00

Default File Na

0

0

0/0/0/0/0|0|0|0|0|0|0|JO|0]|0]|0

———
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10.6 Data Format Definition

10.6.1 Common Packet Elements. Data shall have three required parts, a Packet Header, a
Packet Body, a Packet Trailer, and an optional part if enabled, a Packet Secondary Header.
Single or multiple channel recordings will always conform to the structure outlined in

Figure 10-8.

a. A packet has the basic structure shown in Figure 10—9. Note that the width of
the structure is not related to any number of bytes or bits. This table is merely
to represent relative packet elements and their placement within the packet. See
Figure 10—10 for a diagram of the generic packet format. This figure does not
depict the bit lengths of each field. Word sizes of 8-bit, 16-bit, and 32-bit are
used depending on the data type.

To further clarify the packet layout, Figure 10—10 shows the generic packet
in a 32 bit, Little-Endian format, and assumes 16 bit data words and data
checksum.
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Single or Multiple Channel Recording. Will
always conform to the following:

Must be first packet in recording

Computer Generated Data Packet,
Format 1 Setup Records

Must be first dynamic packet in recording

Time Data Packet

Data Packet

Each packet must be generated equal to or less than
100 milliseconds. All packets generated must be committed

{
{
{

Data Packet

to the stream equal to or less than 1000 milliseconds

Data Packet

Time data packet frequency is a minimum of 1 Hz. {

Time Data Packet

Data Packet

/ Packet Sync Pattern Data Packet

Channel ID

Packet Length
Bit 7: Indicates . -

Data Length the existence of Bit 6: Indicates 51': :zgk;'t‘d'cate Bits 1-0: Indicate
the optional the intra-packet secgn da the data
packet time stamp time header tirr¥|e checksum

Header Version secondary source. f t existence.
Packet header. ormat.
Header
Sequence Number \ ‘
Packet Flags Bit Bit Bit Bit Bit | Bit Bit | Bit
7 6 5 4 3|2 1 0
Data Type
Relative Time Counter
Header Checksum
Optional
Packet
Secondary
Header

Packet Body <

Filler...

N

Packet Trailer

Data Checksum
(8 Bit, 16 Bit, 32 Bit, or None)

Figure 10-8.
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PACKET SYNC PATTERN
CHANNEL ID
PACKET LENGTH
DATA LENGTH

HEADER VERSION Packet Header
SEQUENCE NUMBER
PACKET FLAGS
DATA TYPE
RELATIVE TIME COUNTER
HEADER CHECKSUM

Figure 10-9. General packet format.
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msb
31 16 15
CHANNEL ID | PACKET SYNC PATTERN
PACKET LENGTH
DATA LENGTH
PACKET SEQUENCE HEADER
DATA TYPE FLAGS NSMBER VERSION Packet Header
RELATIVE TIME COUNTER
HEADER CHECKSUM RELATIVE TIME COUNTER

Figure 10-10. A 32-bit packet format layout.

b. Depending on the data type, the size of the Data Checksum can be 16-bits, 32-
bits, 8-bits, or left out entirely. For a 32-bit Data Checksum, the packet trailer
would be as shown in Figure 10-11.
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msb Isb

[FILLER ]

DATA CHECKSUM Packet Trailer

DATA CHECKSUM (MSB)
Figure 10-11. Packet trailer for 32 bit data checksum.

c. For an 8-bit Data Checksum, the packet trailer would be as shown in
Figure 10-12.

msb Isb
7 0
[ FILLER ] Packet Trailer

DATA CHECKSUM
Figure 10-12. Packet trailer for 8-bit data checksum.

d. The size of a single Packet may be a maximum of 524,288 bytes as shown in
Table 10—6. This includes the Packet Header, Packet Body, Packet Trailer, and
optional Packet Secondary Header if enabled. The only exception to the packet
size limit is the Computer Generated Data Packet, Format 1 Setup Record,
which may be a maximum of 134,217,728 bytes. Any Packet that requires more
than 524,288 bytes may generate multiple packets by utilizing the packet
sequence counter. Some packet types allow a single data set to span multiple
packets if the data set size or time does not fall under packet maximums. The
specific mechanism allowing packet 